IEEE 802.11 CSMA/CA Medium Access Protocol

Timo Holopainen

timo.j.holopainen@nokia.com
23.11.2002

Abstract – In an IEEE 802.11 wireless LAN the Media Access (MAC) protocol is based on a carrier sense multiple access protocol with collision avoidance (CSMA/CA). Due to difficulties in detecting collisions at a wireless receiver, the MAC protocol of an IEEE802.11 wireless LAN aims to avoid collisions rather than detect them. The primary medium access control technique of IEEE802.11 standard is called distributed coordination function (DCF). DCF provides two methods to employ packet transmission. In this report, we explain reasons of collision avoidance and describe the two packet transmission methods provided by DCF. Also, we describe throughput analysis done in several papers.
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Introduction


The IEEE 802.11 standard defines the physical layer and media access control (MAC) layer for a wireless local area network. This standard is increasingly being deployed in wireless LAN communication. In this report, we focus on the media access protocol of 802.11.

Shared broadcast channels are often used in local area networks (LANs). Both wired 802.3 Ethernet network and wireless 802.11 LAN network must coordinate transmissions onto the shared communication channel. In case of 802.3 Ethernet, the shared channel is the shared wire whereas in case of wireless 802.11 LAN the shared channel is the radio frequency. The media access control (MAC) protocol coordinates the transmission. The media access control of IEEE 802.11 is using carrier sense multiple access with collision avoidance (CSMA/CA) as the fundamental access.

In 802.11 carrier sense (CS) is performed both at physical layer (physical carrier sensing), and at the MAC layer (virtual carrier sensing).

Although the IEEE 802.11 standard belongs to the same standard family as wired 802.3 Ethernet, it has a significantly different media access protocol. While Collision Detection works well on Ethernet, they cannot be used in wireless LAN.

The 802.11 standard includes a basic Distributed Coordination Function (DCF). The DCF is the fundamental access method used to support asynchronous data transfer on the best effort basis. As specified in standards, the DCF must be supported by all the stations in a basic service set (BSS). The DCF is based on CSMA/CA. 

There are two techniques used for packet transmitting in DCF. The default one is a two-way handshaking mechanism, also called basic access method. The destination station transmits a positive acknowledgement (ACK) message to signal a successful packet transmission. The other optional mechanism is a four-way handshaking access method, which uses the request-to-send/clear-to-send (RTS/CTS) technique to reserve the channel before data transmission.

This report starts with a description of characteristics of wireless network. We realize that the use of CA is rationalized based on these wireless network characteristics.

We continue with a description of CSMA/CA packet transmission principles. Next we introduce two access methods: a basic access method and optional four-way handshaking access method. After the descriptions we discuss the throughput of 802.11 analysis done by several authors. Finally, we wrap up the report.

The report refers to several articles. The following is a short description of each of them.

Paper [Kim1999] introduces an analytical method to evaluate the performance of IEEE802.11. Paper [Ziouva2002] adopts this method.

Paper [Ziouva2002] gives a throughput analysis of the IEEE802.11. The authors develop an analytical model to study the throughput of a p-persistent IEEE802.11 protocol. It differs from the standard protocol in selection of the back-off interval. The standard protocol uses the binary exponential back-off whereas the p-persistent IEEE802.11 uses a back-off interval which is a sample from a geometric distribution with parameter p. The p-persistent protocol is suitable for analytical studies. But this study ignores the effect of the Contention Window (CW) and binary slotted exponential back-off procedure.

Paper [Bianchi1996] introduces an adaptive contention window mechanism, and evaluates the performance via simulation.

Paper [Bianchi2000] takes into account the effect of the Contention Window and the binary slotted exponential back-off. A performance analysis of the both the packet transmission schemes employed by DCF is provided. The author uses Markov process to analysis the throughput of 802.11.

Characteristics of the wireless channel

The IEEE 802.11 MAC protocol does not implement collision detection. There are a few reasons for this:

· Implementing a Collision Detection Mechanism would require the implementation of a Full Duplex radio, capable of transmitting and receiving at once. This approach would increase the price significantly.

· In radio systems received signal is weak compared to transmitted signal and therefore collision detection cannot be done by simple comparison.

· Even if one had collision detection and sensed no collision when sensing, a collision could still occur at the receiver. The reason for this is the two following properties of the wireless channel.

Hidden terminal problem

Assume that user A is transmitting to user B. Assume also that user C is transmitting to user B. With the hidden terminal problem, physical obstruction (e.g. a mountain) may prevent A and C from hearing each other’s transmissions, even though A’s and C’s transmissions are interfering at the destination, B.

[image: image21.bmp]
Figure 1: Hidden Terminals.

Channel fading

In the wireless network strength of a signal is fading as a result of propagation through the wireless medium. Assume that users A and C are transmitting to user B. It might happen that users A and C are placed such that their signal strengths are not strong enough to detect each other’s transmissions, but their signals are strong enough to have interfered with each other at B.

Carrier Sensing Protocol with Collision Avoidance

The carrier sensing family of protocols is characterized by sensing the carrier and deciding according to it whether another transmission is ongoing. All the carrier sense multiple access (CSMA) protocols share the same philosophy: when a user generates a new packet the channel is sensed and if found idle the packet is transmitted immediately. 

These kinds of algorithms are very effective when the medium is not heavily loaded, since it allows users to transmit with a minimum delay. However, there is always a chance of several users transmitting at the same time (i.e. collision), because the users sensed the medium free and decided to transmit at once.

Because of the difficulties in detecting collisions at a wireless receiver, the IEEE 802.11 protocol tries to avoid collisions, rather than detect and recover from collisions.

The CSMA/CA protocol is designed to reduce the collision probability at the points where collisions would most likely occur. The highest probability of a collision exists when the medium has become idle (as indicated by the CS function) after a busy state. This is because several users could have been waiting for the medium to be available again. This is the situation that necessitates a random back-off procedure to resolve medium contention conflicts. Also, the use of IFS (Inter Frame Space) helps to resolve the problem. CSMA/CA provides some carrier sense functions whose mean is to avoid collisions, as described below.

Virtual Carrier Sense

Another difference between CSMA/CA and CSMA protocols is the usage of NAV (Network Allocation Vector). The IEEE 802.11 frame contains a duration field in which the sender explicitly indicates the length of time that its frame will be transmitting on the channel. This allows other users to determine the minimum amount of time (Network Allocation Vector, NAV) for which their should defer their access.

A physical carrier sense is provided by the PHY whereas the virtual carrier sense is provided by NAV. 

The carrier sense mechanics combines the NAV state and the user’s transmitter state with physical carrier sense to determine the busy/idle status of the medium.

Back-off time
As in case of Ethernet, the random back-off time serves to avoid having multiple users to begin transmission at the same time. The random back-off time is set as follows

 Random_back_off_time = INT(CW*Random())*Slot time,

Where INT is an integer function, CW is an integer between CW_min and CW_max and Random() is a random number generator. If the current packet has its first transmission, CW is set to CW_min. After each collision of this packet, CA mechanism doubles CW until it reaches CW_max as in case of Ethernet. This is called as exponential back-off algorithm. Suggested values are: CW_min = 31 and CW_max = 255.

Why not use fixed size CW? The reason is that when a user experiences a collision, it has no idea how many users are involved in the collision. If there are only few colliding packets, it would make sense to choose the random back-off time from a small set of small values, i.e. CW is small. But if many users are involved in a collision, then it makes sense to choose the back-off time from a larger, more dispersed set of values, i.e. CW is large. Otherwise, if several users selected the back-off time from a small set of values, more than one user would choose the same back-off value with high probability. This results that the probability of a new collision is high.

The time slot is defined in a way that a user is always capable of determining if another user has started to transmit at the beginning of the previous time slot. This reduces the collision probability by half. The reason is the following. In case a user is not capable of sensing whether another user has started to transmit at beginning of the previous slot, the vulnerable time is twice the packet transmission time as whereas in case the time slot is defined as described above, the vulnerable time is the packet transmission time. The figure 2 illustrates the situation.

 

Figure 2: Vulnerable period

The only case, when this back-off algorithm is not used is when a user is ready to transmit a new packet and the media has been idle longer than DIFS.
MAC level acknowledgements

Because a proper collision detection is missing a user expects an acknowledgement to any transmitted packet (this is true only in the unicast case. When a packet has multiple destinations, e.g. Multicasts, it is not acknowledged). This is how CSMA/CA performs a collision detection.

IFS
Besides additional Carrier sense functions the CSMA/CA protocol introduces Collision avoidance functions. One of CA functions is IFS (Inter Frame Space). The protocol tries to reduce the collision probability by using IFS. At the current slot a user finds channel idle, its random back-off is still forbidden to be immediately performed until it has assured channel idle for a period of time called Inter Frame Space (IFS). Frames are contention windows (users performing back-off), acknowledgements and data packets.

At the beginning of a new transmission an IFS called DIFS (Distributed IFS) is used. A shorter IFS called SIFS (Short IFS) is used to separate transmissions in a single dialogue. SIFS is shorter than DIFS, and because there is always at most one single user to transmit at a given time, the transmitting user has priority over all other users. SIFS is calculated in such a way that the transmitting user will be able to switch back to receive mode and be able to decode the incoming packet. The figure below illustrates the IEEE802.11 transmission principle.


Figure 3: Principle of transmission mechanism.

RTS/CTS packets overhearing

As in standard for CSMA schemes, CSMA/CA requires users to stay off the channel when another transmission is already in progress. CSMA/CA also has an optional feature, which requires any user that overhears an RTS or CTS packet directed elsewhere to inhibit its transmitter for a specified time. This helps to reduce the probability of a collision with a subsequent CTS or data packet. This is another CA or Collision Avoidance function of CSMA/CA.

Distributed Coordination Function in 802.11

The basic access method

A user first senses the channel status when ready to transmit a packet. If the channel is found to be busy the user defers its transmission and continues to sense the channel until it is idle. After the channel is idle for distributed inter frame space (DIFS), the user generates a random back-off time before transmitting. Time after the DIFS period is slotted. Time slot is defined as the time needed per any user to detect the transmission of a packet from any other user. The back-off counter is decremented as long as the channel is sensed idle, frozen when the channel is sensed busy, and resumed after the channel is sensed idle again for more than DIFS. The user initiates the transmission when the back-off counter reaches zero.

The choice of the random back-off timer and the set of CW was described in the previous chapter.

To determine whether a packet transmission is successful, the receiver transmits an acknowledgement (ACK) after receiving the packet without an error. ACK is transmitted after a short inter frame space (SIFS). If ACK is not detected during SIFS after the completion of transmission, the transmission is assumed to be unsuccessful, and a retransmission is required. The user schedules the retransmission with doubled CW for back-off time. Explicit acknowledgement is required because a sender cannot determine if the data packet was successfully received by listening to its own transmission as in wired LANs. Note that ACK is transmitted without the receiver sensing the state of the channel.

When the data frame is transmitted, all other users hearing the data frame adjust their Network 

Allocation Vector (NAV), which is used for virtual CS at the MAC layer. NAV is based on the duration field value in the data packet, which includes the SIFS and the ACK following the data frame. Figure 4 illustrates the basic access.


Figure 4: Basic Access Method

The RTS/CTS access method

DCF also provides an optional access method that introduces an additional operation on top of the basic access method before a packet transmission is taken place. When the back-off timer reaches zero, instead of transmitting the packet, the user first transmits an RTS frame to request for a transmission right. Upon receiving the RTS frame, the receiver replies with a CTS frame after a SIFS period. Once the RTS/CTS is exchanged successfully, the user transmits a data packet. Figure 5 illustrates the RTS/CTS packet transmission method.

The frames RTS and CTS carry the information of the length of the packet to be transmitted. Therefore, all the other users are capable of updating the NAVs based on the RTS from the source user and the CTS from the destination user. This helps to solve the hidden terminal problems. If a user can detect the transmission of at least one RTS or CTS frame, it can avoid collision even to sense the channel busy. If a collision occurs with two RTS frames, far less bandwidth is wasted compared a collision with larger data frames.

Collisions between RTS packets can still occur in CSMA/CA. These are minimised with

a randomized exponential back-off strategy similar to that used in regular CSMA.

In case of sender initiated MAC protocols the hidden terminal problem can be avoided, because in that case each and every node along a route performs the handshake before sending the data packet. 

In case of receiver initiated MAC protocols the hidden terminal problem cannot be avoided, because once the receiver had sent the RTR packet, and once that arrived to the sender, it will send the data packet independent of the fact whether there is free medium at the receiver or not.

Figure 5: RTS/CTS

DCF Throughput Analysis 

The throughput is the rate at which the system transmits data from the sender to the receiver. Therefore, the system throughput can be defined as the fraction of time the channel is used to successfully transmit payload bits. 

The system state alternates between idle periods (I) in which no user transmits packets and busy periods (B) in which at least one user transmits a packet. Let U be the time spent in useful transmission during regeneration cycle. The throughput, S, is defined as:
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Equivalently, the throughput can be expressed as
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When calculating the throughput, essential parameters are the times the channel is changed busy in case of a successful transmission and in case of an unsuccessful transmission. As shown in figure 6, durations of successful and non-successful transmission are

Basic access method: 
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RTS/CTS:
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Where 
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 is the length of SIFS,
[image: image7.wmf]d

is the length of an ACK packet, 
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 is the length of an RTS packet,
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 is the length of a CTS packet and 
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 is the length of DIFS.


Figure 6: 
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 for basic access and RTS/CTS mechanisms.

Below some methods, which are used to analyse the throughput of IEEE802.11.

P-Persistent estimate of CSMA/CA protocol

Paper [Ziouva2002] investigates the theoretical performance of CSMA/CA. The authors consider finite number of users and derive formulas for throughput and delay. In order to do the analysis they apply an estimate of CSMA/CA protocol. This estimate is called slotted p-persistent protocol, where each ready-to-transmit user transmits with probability p. The p-persistent protocol is accurate estimate if 
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 is the average back-off time [Cali2000]. The following describes the main idea of the analysis.

The authors apply the throughput formula
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The idle period is assumed to be geometrically distributed, and therefore
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They calculate the expectation of B and U by the method introduced in [KIM1999].

The result is that performance of the basic access method deteriorates rapidly as the number of user increases due to increased collision probability. The RTS/CTS method’s performance is higher at high load conditions.

Adaptive Contention Window

The analysis based on p-persistent estimate of CSMA/CA protocol shows that the throughput performance deteriorates as the number of user increases. Paper [Bianchi1996] evaluates the throughput of CSMA/CA protocol via simulation. Also this analysis shows that the throughput performance of CSMA/CA with exponential back-off becomes critical when the number of users increases. The authors introduce an adaptive Contention Window according to the estimate of the number of contending users. This technique outperforms the basic access method when network load and the number of users are high. In case of CSMA/CA with RTS/CTS, this technique leads better performance only when the packet size is short. The effectiveness of the adaptive widow mechanics is due to its capability to keep a very low collision probability regardless of the number of users.

Performance of CSMA/CA with Hidden Terminals

Paper [Bianchi1996] describes results in which the hidden terminal phenomenon is modelled by the hidden probabilities. The hidden probability 
[image: image17.wmf]P

ij

is the probability that the user i does not hear the user j. In the simulation the probability is assumed fixed.

The result is that the performance of the basic access method is degradation much even for small hidden probability values. In case of the RTS/CTS, performance is good even with high hidden probability values.

Markov Chain Model

The analysis of paper [Ziouva2002] does not contain effect of exponential back-off time procedure. This is done in paper [Bianchi2000], which uses Markov process to analyse the throughput. The hidden terminal phenomenon is ignored in these studies.

The authors assume that the channel is ideal (i.e. no hidden terminals). Also, fixed number of users is assumed. The main approximation is the assumption of independent collision probability of a packet, regardless of the number of retransmission already suffered. Each user operates in saturation condition, i.e., the transmission queue of each user is assumed to be always nonempty. 

The throughput analysis is divided into two parts. First, authors study a single user behaviors with a Markov model. They derive the stationary probability ( that a user transmits a packet in randomly chosen slot time. This result is independent of the access method (the basic access or RTS/CTS).

The random back-off time is the essential parameter when calculating the packet transmission probability (Remember that in saturation conditions, each user has immediately a packet available for transmission, but each packet has to wait for a random back-off time before transmitting). Since the value of back-off time of each user depends on its transmission history (i.e. how many retransmissions the head-of-line packet has suffered), the stochastic process of the random back-off time, b(t) is non-Markovian. Recall that the contention window depends on the number of retransmissions as follows
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where i is called back-off stage. The stochastic process s(t) representing the back-off stage of the user at time t.

Because the packet collision probability is assumed to be constant and independent, it is possible to model the bi-dimensional process {s(t),b(t)} with the discrete-time Markov chain. When the packet transmission probability ( is derived by using the bi-dimensional process, then by studying the events that can occur within a general slot time, they derive the throughput as a function of (, 
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Comparison between the model results and simulation results shows that the model is accurate. RTS/CTS mechanism seems to have an advantage in large network scenarios, even with fairly limited packet sizes.

Conclusion

CSMA/CA protocol is designed to reduce collision probability. CSMA/CA relies much on a carrier sense ability providing additional functions to sense medium.

CSMA/CA reduces the collision probability by

· virtual carrier sense mechanics

· exponential back-off procedure

· IFS

· RTS/CTS 

RST/CTS mechanism reduces collision probability in the hidden terminal case, because the hidden user will hear CTS and reserves the medium as busy until end of transmission. Also, since RTS and CTS are short frames, RST/CTS mechanism reduces overhead of collisions in case when data packets are significantly bigger than RST and CTS frames. On the other hand, the RTS/CTS scheme has advantages in large network scenarios, even with fairly limited packet sizes.
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