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Digital Signatures
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I ntro d uc tio n

� Why do we need digital signatures?

� To confirm the identity of the sender of a 
messag e

� To confirm a messag e has not b een al tered 
du ring  transfer

� S ig ning  a messag e is mu ch faster than 
cryp ting  the w hol e messag e b u t is 
cryp tog rap hical l y as strong
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How does it work?
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7 A document can be signed using 
assy metr ical  cr y p togr ap h y  and digest 
f unctions
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7 V er if ication of  th e signatur e



��� ��
�

�� � � �	 
� �
� ��� 	 � � ��� �
�

��

T h e dig est f u n c tion

7 T h e digest f unction must h av e th e 
f ol l ow ing p r op er ties

� The digest must be easy to calculate

� The f un ction  must be a on e w ay f un ction  

� I t should be almost imp ossible to get the 
same digest f r om a dif f er en t message

� F or  ex amp le M D 5 ,  S H A  ( S ecur e H ash 
A lgor ithm)
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The keys

� Same problems as with the 
asy mmetric al c ry ptog raphy

� H ow  to mak e sur e the p er son  sen din g you 
the k ey is w ho he claims to be

� H ow  to mak e sur e the k eys ar e lar ge 
en ough?
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E l l i p t i c  c u r v e d i g i t a l  si g n a t u r es

� Smaller k ey  siz es

� M ore c omplex  k ey  g en eration

� B u t still f aster to c ompu te bec au se of  
the smaller k ey  siz es

� C an  be applied  easily  to ex istin g  d ig ital 
sig n atu rin g  alg orithms ( f or ex ample 
D SA )
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E l l i p t i c  c u r v e d i g i t a l  si g n a t u r es

� T he R SA  relies in  the d if f ic u lty  of  the 
f ac torin g  of  mod u lu s n

� to av iod  the f ac torin g  the mod u lu s siz e 
shou ld  be somethin g  lik e 2 � �� � or more
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Elliptic curve digital signatures

� T h e D S A  rel i es  on  t h e d i f f i c u l t y  of  t h e 
d i s c ret e l og  p rob l em i n  g rou p  of  
i n t erg ers

� F i n d  a  p ri v a t e k ey  a  f or a  p u b l i c  k ey  α
a n d  p ri v a t e k ey  a  a n d  α � mod  p

� T h e s i z e of  t h e mod u l u s  i s  t y p i c a l l y  
s omet h i n g  l i k e 2 � �� �

� T h e s p eed  d ep en d s  on  t h e mod u l u s  s i z e
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Elliptic curve digital signatures

� The security of ECDSA relies on the discrete log 
p rob lem  in the group  of p oints on a n ellip tic curv e

� The tra ditiona l a tta ck s a ga inst DSA doesn’ t w ork  on 
these ->  sm a ller k ey siz es

� The k ey siz es of R SA a nd ECDSA

29621 11 60� �� �� ��	� 
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DSA & Elliptic curves

� W i t h  D S A  w e  h a v e  a  p a i r  o f  i n t e g e r s  ( r , s )

� where x = a

�mod p, r = x mod q, 
s  = k - � ( h ( m) + a r) mod q

� a  g e n e ra t e s  a  s u b g rou p of  orde r q i n  Z

� With ECDSA we also have (r,s)

� w h e re  ( x,y )  = k P , r = x mod n , 
s  = k � � ( h ( m) + a r)  mod n

� P  g e n e ra t e s  a  s u b g rou p of  orde r n  i n  t h e  c u rv e  
E ( F ( q) )
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Elliptic Curve

� Elliptic curve over Finite Field

� Let p > 3 be a prime and GF(p � )  be a f inite 
f iel d

� Let x � + ax + b w h ere a and b Є F be a c u bic  
po l y no mial  w ith  no  mu l tipl e ro o ts

� A n el l iptic  c u rv e E  o v er F is  th e s et o f  
po ints  (x , y )  w ith  x , y  Є F,  w h ic h  s atis f y  th e 
eq u atio n y � = x � + ax + b w ith  an el ement O
“ th e po int o f  inf inity ”
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Elliptic Curve

� Addition law:

� For P(x � , y � )  Є E ,  Q  =  (x � , y � )  Є E ,  t h e n

� -P  =  ( x �,-y �)

� P + Q  =  ( x �,y �) w h e r e  x � =  λ �-x �-x �, 
y � =  λ( x �-x �)-y �

w h e r e  λ =  ( y �-y �)/ ( x �-x �), i f  P ≠ Q
λ =  ( 3 x �

� + a )/ 2 y � i f  P  =  Q
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Elliptic Curve - D S A
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Elliptic Curve - D S A

� Key:

� Private key d, an integer, is selected 
rando m ly as 0  <  d <  q

� Pu b lic key Q , a p o int o n cu rve E  is 
co m p u ted b y Q  =  dP =  ( x �,y � ) .
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Elliptic Curve - D S A

� S i g n i n g

� G enerate a key p air ( k,R ) :  ch o o se a 
rando m  nu m b er k:  0 < k< q  and co m p u te 
p o int R  =  kP =  ( x �,y �) .

� C o m p u te r:  u sing th e co nverting f u nctio n 
c( x )  =  r

� C o m p u te s:  h ( m )  =  dr +  ks m o d q ,
w h ere h  is th e h ash ing algo rith m

T h e p air ( r,s)  is th e signatu re o f  m
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Elliptic Curve - D S A

� Verifying

� Compute numbers:
t =  s �

� mod  q
t � =  td r mod  q
t � =  h ( m)t mod  q

� Compute th e poi nt on E  by  usi ng  pri v a te k ey  P 
a nd  publ i c  k ey  Q :
t �P-t � Q  =  ( x � , y �)

� U se th e c onv erti ng  f unc ti on f or c ( x �) a nd  c h ec k  i f   
r =  c ( x �) mod  q .  I f  so,  th en ( r, s) i s a c c epted
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Elliptic curve digital signatures

� Summary of the elliptic curves

� Elliptic curve algorithms can be faster if a 
smaller k ey  siz e is used

� P rovid es the same level of security  w ith 
smaller k ey  siz es

� C hoosing the parameters is much more 
d ifficult but the overhead  is more than 
mad e up on the smaller k ey  siz es


